Collaboration Agreement for Data Hosting and Sharing

THIS COLLABORATION AGREEMENT FOR DATA HOSTING AND SHARING
(the "Agreement") is entered into by and between the Board of Regents of the University of Wisconsin System, on behalf of the University of Wisconsin-Madison School of Medicine and Public Health ("SMPH") and _________________ ("_EMS Agency"). UW-Madison and EMS Agency may be referenced in this Agreement individually as a "Party," and collectively as the "Parties."
WHEREAS, SMPH faculty physicians provide medical direction and oversight for EMS Agency pursuant to a separate contract between EMS Agency and the University of Wisconsin Hospitals and Clinics Authority (“UWHCA”) and the University of Wisconsin Medical Foundation, Inc. (“UWMF”) (together, UWHCA and UWMF are “Affiliates”); and
WHEREAS, EMS Agency is responsible for creating, maintaining, and storing patient care records for all services furnished by the EMS Agency (“Data”); and
WHEREAS, both EMS Agency and SMPH’s missions can be strengthened through their collaboration to facilitate and conduct Research intended to improve people’s lives in Wisconsin and beyond; and
WHEREAS, EMS Agency desires for SMPH to host a copy of EMS Agency’s Data on a HIPAA compliant platform to enhance Affiliates’ medical direction services for EMS Agency and for use for in other health care operations including for SMPH, on behalf of EMS Agency, to host Data and prepare De-identified and Limited Data Sets from such Data for use in Research, and to provision such De-identified and Limited Data Sets to Investigators for Research as contemplated by this Agreement; and
WHEREAS, the Parties wish to share protected health information and other information as described in this Agreement to the extent permitted by applicable laws and regulations, and applicable policies, procedures or other guidelines adopted by a Party;
NOW THEREFORE, the Parties agree as follows:
1. Definitions
Capitalized terms are defined throughout the Agreement, and in Exhibit A.
2. Relationship to Medical Direction Agreement between EMS Agency and Affiliates

EMS Agency has contracted with Affiliates to engage the services of SMPH faculty physicians for medical direction services, which include medical oversight, quality management, and continuing education. All such activities performed by SMPH faculty physicians shall be conducted under the terms of the EMS Agency Medical Direction Agreement and governed by the BAA between Affiliates and EMS Agency. 

This Collaboration Agreement for Data Hosting and Sharing is intended to accomplish the following:

A. Provide for receipt and storage of EMS Agency Data by SMPH for use by SMPH and Affiliates’ employees (if applicable) providing medical direction services under the EMS Agency Medical Direction Agreement between Affiliates and EMS Agency. Data storage at SMPH is intended to supplement rather than replace EMS Agency’s current method of storing its patient care records and other data. Storage on UW-Madison’s HIPAA compliant repository designed for storage of data for use in research is intended to facilitate advanced data analyses and visualization to assist in the provision of quality management services.

B. Provide for receipt and storage of EMS Agency Data in order to create De-identified and Limited Data Sets for use in Research subject to the terms and conditions of this Agreement, and to provision such Data to Investigators.
3. Scope

a. This Agreement applies to the sharing, including the Disclosure, of Data as described herein to Investigators for Research. The Data covered by this Agreement are from those records created by EMS Agency as a result of emergency calls. The Data may be provided from two sources: (1) a Health Information Exchange, which would provide linked data on patients who have been transferred to UWHCA, or (2) the EMS Agency (or their agent or contractor) directly. 

b. This Agreement does not apply to, and is not intended to prohibit Uses and Disclosures of Data for treatment, payment or other purposes as between the Parties when otherwise permitted by law and authorized by the appropriate Parties.

4. Receipt of Data and Data Repository

a. SMPH Responsibilities

1. UW-Madison’s School of Medicine and Public Health (SMPH) through SMPH Informatics has developed a HIPAA-compliant computing environment for its research data and will provision an instance of this environment to store the Data transferred under this Agreement (“Data Repository”).

2. SMPH Informatics is responsible for implementing appropriate administrative, physical and technical safeguards for the Data Repository.  

3. The SMPH Office of the Honest Broker and SMPH Informatics consist of individuals trained specifically to accurately classify under various regulations, including HIPAA, datasets containing individual health information, to remove identifiers or code datasets to render them De-identified, and to keep codes to such datasets secure from parties outside the Office of Honest Broker (“Honest Broker”), and to create Limited Data Sets.  

4. Provisioning of Data for Research, de-identifying Data, combining Data with other datasets, and creating Limited Data Sets from the Data is limited to the Honest Broker and SMPH Informatics. 

b. Joint Responsibilities

1. The Parties shall agree on the necessary procedural and technical means necessary to securely transfer the Data from EMS Agency’s data system to the Data Repository to allow SMPH receipt of Data pursuant to this Agreement.  

c. EMS Agency Responsibilities 

1. EMS Agency is responsible for ensuring its compliance with all applicable laws and regulations in connection with the sharing and use of Data as contemplated by this Agreement, including but not limited to HIPAA.

2. EMS Agency will work with its EHR vendors to facilitate their sharing of Data with SMPH as contemplated by this Agreement. 

5. Business Associate Activities

A. Creation of De-identified and Limited Data Sets and provisioning such Data to Investigators

SMPH shall act as a Business Associate of EMS Agency with respect to the maintenance of Data in its Data Repository, the creation of De-identified and Limited Data Sets comprised of Data from the Data Repository, and the provisioning and Disclosure (respectively) of such Data to Investigators as outlined herein (“Services”).

B. Medical Direction
SMPH shall also act as a Business Associate with respect to maintenance, use and disclosure of PHI contained within the Data Repository in association with the performance of services under the Medical Direction Agreement entered into between Affiliates and EMS Agency.

Affiliates act as a Business Associate of EMS agency in the performance of services under the Medical Direction Agreement entered into between Affiliates and EMS Agency. EMS Agency hereby directs SMPH to make Data available to Affiliates as necessary to facilitate performance of work under that Agreement. 
Together, the activities described in Section 6 A. and B. constitute the “Services” provided by UW-Madison as a Business Associate of EMS Agency.  In acting as a Business Associate, SMPH shall comply with the terms of the Business Associate Agreement in Exhibit C.

6. Disclosure of Data Subject to HIPAA for Research Purposes

a. EMS Agency agrees that SMPH may Disclose Data from the Repository to Investigators for Research as follows:
1. For Preparatory to Research activities. Because PHI may not leave the covered entity for Preparatory to Research activities per 45 CFR § 164.512(i)(l)(ii)(B), EMS Agency and UW-Madison agree that SMPH may disclose Data for Preparatory to Research activities only if De-identified (e.g., patient counts) or in the form of a Limited Data Set ("LDS").
2. If the Data is De-identified.
3. If the Data is in the form of an LDS, subject to the terms and conditions of the Data Use Agreement entered into between the parties and included as Exhibit B.
4. Investigators shall obtain IRB approval or an IRB determination of exemption if and as required by 45 CFR 46 and applicable policies prior to obtaining any Data for Research purposes.
b. UW-Madison may redisclose Data acquired by Investigators under this Agreement for Research purposes only as permitted by an IRB or a Data Use Agreement, as applicable, or as otherwise permitted by HIPAA.
c. Research uses are subject to the Minimum Necessary requirement.

7. SMPH Data Requests

a. An Investigator may request Data by submitting a resource request to the Emergency Medicine Research Committee to determine whether to approve the release of Data for the specified Research (“Project’).  

b. The Emergency Medicine Research Committee will release Data to an Investigator under an Addendum (Exhibit D) which outlines the approved Project, term of use, and approved Data for use in the Project.

c. Investigator shall not use the Data except as authorized under the Addendum, and shall not disclose, transfer, or share the Data with any other person or organization, except the following: SMPH faculty, employees, fellows, students, and agents that have a need to use the Data in connection with the approved Project and whose obligations of use are consistent with the terms of this Agreement.  

d. Investigator shall abide by relevant institutional policies and applicable federal or state laws, including the completion of any IRB or ethics review or approval that may be required. 

e. Upon termination of the Addendum, Investigator shall return or destroy Data, subject to the provisions in Section 9.C. 

8. Publication

SMPH and its Investigators have the right, at their discretion, to release the results of the Project.  Before an Investigator submits a paper or abstract for publication or otherwise intends to publicly disclose information about the results of the Research, the EMS Agency will have thirty (30) days from receipt to review proposed manuscripts and ten (10) days from receipt to review proposed abstracts to ensure that the Data is appropriately protected. EMS Agency may request in writing that the proposed publication or other disclosure be delayed for up to thirty (30) additional days as necessary to protect proprietary information.
9. Term and Termination

a. Term.  The Agreement shall commence on the date of last signature below (“Effective Date”) and end after period of five (5) years unless terminated earlier under Section 9.b.

b. Termination.  Unless terminated earlier in accordance with this section or extended via a modification, this Agreement shall expire at the end of the Term set forth above.  Either party may terminate this Agreement with thirty (30) days written notice to the other party’s Authorized Official as set forth below.

c. Effect of Termination.
1. Subject to section C.2 and C.3, upon expiration or termination of this Agreement, SMPH shall return or destroy the Data.
2. Notwithstanding the expiration or termination of this Agreement, any use of the Data approved under an Addendum shall continue until the end of the Addendum Term.  Such approvals are subject to this Agreement until such Projects are completed or terminated in accordance with the terms herein.
3. SMPH may retain one (1) copy of the Data to the extent necessary to comply with the records retention requirements under any law, and for the purposes of research integrity and verification.
10.  Miscellaneous
a. Notices. Unless otherwise specifically stated herein, all notices and other communications pertaining to this Agreement will be in writing and will be deemed duly to have been given if personally delivered to a Party, sent by facsimile or electronic mail with transmission confirmation, or if sent by the United States Postal Service certified mail, return receipt requested, postage prepaid or by Federal Express, United Parcel or other nationally recognized overnight carriers. All notices or communications pertaining to this Agreement will be addressed to the "Contacts" as set forth on Exhibit E, as updated from time to time.
b. Liability. No Party assumes legal responsibility for the acts or omissions of any other Parties. Each Party shall retain any legal liability for its noncompliance with the provisions of this Agreement. Each Party agrees to hold harmless the Parties from any liability (including claims, demands, losses, costs, damages and expenses of every kind and description, including damages to person or property) that arises out of or in connection with its noncompliance with the terms of this Agreement, and/or violation of applicable law, if such liability is founded upon and grows out of the acts or omissions of any of the officers, directors, employees or agents of the Party while such officers, directors, employees or agents are acting within the scope of their employment or agency.
c. Transferability. No Party's interest under this Agreement may be transferred or assigned or assumed by any other party, in whole or in part, without the prior written consent of the other Parties to the Agreement.
d. Amendment. The Parties may amend this Agreement only in a writing signed by the Parties specifically identified as an amendment to this Agreement.
e. Waiver. Waiver by a Party of a breach or non-compliance with any terms or conditions of this Agreement can be accomplished only by a specific written agreement and will not operate as or be construed to be a waiver of any subsequent breach or non-compliance.
f. Severability. If any portion of this Agreement is held invalid, such invalidity will not affect the validity of the remaining portions of this Agreement. Upon a determination that any term or provision is invalid, illegal or unenforceable, the Parties will negotiate in good faith to modify this Agreement to effect the original intent of the Parties as closely as possible in order that the transactions contemplated hereby be consummated as originally contemplated to the greatest extent possible.
g. Independent Contractors. No provision of this Agreement is intended to create, nor shall be deemed or construed to create, any relationship between the Parties other than that of independent contractors who are contracting with each other solely for the purpose of effecting the provisions of this Agreement.
h. No Third-Party Beneficiaries. This Agreement benefits solely the Parties to this Agreement and their respective permitted successors and permitted assigns and nothing in this Agreement, express or implied, confers on any other person any legal or equitable right, benefit or remedy of any nature whatsoever under or by reason of this Agreement.
i. Governing Law. This Agreement shall be governed by and interpreted in accordance with the laws of the State of Wisconsin.
j. Entire Agreement. This Agreement (including any Exhibits) contains the entire understanding of the parties with respect to the subject matter herein and supersedes any prior or contemporaneous agreement, whether oral or written, of the Parties. All Exhibits are incorporated into and constitute an integral part of this Agreement.
k. Headings. Any headings contained in this Agreement are for reference purposes only and shall not in any way effect the meaning or interpretation of this Agreement.

IN WITNESS WHEREOF, the undersigned have set their hands:

BOARD OF REGENTS OF THE			 EMS AGENCY    
UNIVERSITY OF WISCONSIN
SYSTEM
 
                        					
Name:							Name:

Title:							Title:
Date: 							Date: 					



Exhibit A: Definitions
The following terms when capitalized shall have the following meanings:
a. Authorization means an authorization form that meets the criteria set forth in 45 CFR §164.508(c).
b. Business Associate has the same meaning as the term "business associate" in 45 CFR § 160.103.
c. Covered Entity has the same meaning as the term "covered entity" in 45 CFR § 160.103.
d. Data means all information, including images, created when patients receive care at EMS Agency facilities and that is provided to SMPH by EMS Agency.
e. Data Use Agreement means an agreement that meets the requirements of 45 CFR §164.514(e)(1).
f. De-identified has the same meaning as the term "de-identified" in 45 CFR § 160.514.
g. Disclosure has the same meaning as the term "disclosure" in 45 CFR § 160.103.
h. Health Care Operation means the same as the term "health care operation" 45 CFR § 164.501.
1.	HIPAA means the Health Insurance Portability and Accountability Act of 1996.
j. Investigators means UW-Madison employees conducting Research as described in this Agreement.
k. IRB. The term "IRB" means the Institutional Review Board designated by a Party as the reviewing IRB for a particular research protocol, and which complies with the requirements for establishing an IRB and reviewing human subjects research as set forth in 45 CFR Part 46.
1. Limited Data Set has the same meaning as the term "limited data set" in 45 CFR §164.514(e).
m. Minimum Necessary means only that protected health information which is reasonably necessary to accomplish the purpose for which the request is made.
n. Preparatory to Research means review (but not research use) of PHI for the preparation of research as described in 45 CFR § 164.512(i)(l)(ii). Preparatory to Research includes, by way of example and not limitation, review of PHI to develop research questions, to determine study feasibility, or to develop inclusion and exclusion criteria.

o. Privacy Rule means the Standards for Privacy of Individually Identifiable Information at 45 CFR Part 160 and Part 164, Subparts A and E, as amended from time to time.
p. Protected Health Information or PHI has the same meaning as the term “protected health information" in 45 CFR § 160.103.
q. Research has the same meaning as the term "research" is 45 CFR §46.102(1).
r. Emergency Medicine Research Committee means the committee tasked with reviewing research project proposals from Investigators. The composition of the committee and the voting process is outlined under the Department of Emergency Medicine Research Committee Policy.
s. Use has the same meaning as the term "use" is 45 CFR § 160.103.








Exhibit B: Data Use Agreement

This Data Use Agreement ("Agreement") is entered into by the "Covered Entity" identified below, and the Board of Regents of the University of Wisconsin System, an agency of the State of Wisconsin, on behalf of the University of Wisconsin-Madison ("UW-Madison") School of Medicine and Public Health ("SMPH" or "Recipient"). Covered Entity and Recipient may each be individually referred to as a "Party" and collectively referred to as the "Parties."

Covered Entity:

Name: 
Address: Contact Person / Title: 
Phone:
Fax: 
Email: 

This Agreement shall be deemed effective as of the date signed by both Parties.
The Health Insurance Portability and Accountability Act of 1996 ("HIPAA") and its associated regulations at 45 C.F.R. Part 160 and 164 ("Privacy Rule") requires a Data Use Agreement in connection with the disclosure of a limited data set ("LDS") by Covered Entity to Recipient; and
Recipient conducts research, performs public health activities, or performs health care operations using protected health information ("PHI") in a LDS as defined by the Privacy Rule regulations at 45 C.F.R. 164.514(e); and
Covered Entity wishes to provide to Recipient PHI in a LDS for the purposes of research, public health activities, or health care operations.
In consideration of the above requirements, the parties mutually agree to the following provisions:

1. Responsibilities of Recipient
1.1 	Recipient shall use or disclose the LDS from Covered Entity only for the following purposes: for "Research” as that term is defined in the Collaboration Agreement for Data Hosting and Sharing entered into by the Parties.
1.2 	Recipient represents and warrants that only the following individuals or groups will use or disclose the LDS received from Covered Entity for purposes described above: UW-Madison "Investigators" as that term is defined in the Collaboration Agreement for Data Hosting and Sharing entered into by the Parties.
1.3 	Recipient agrees that any agents, including any subcontractor, to whom it provides the LDS shall agree to the same restrictions and conditions contained in this Agreement for its use of the LDS.

1.4 Recipient shall use appropriate safeguards to prevent any use or disclosure of the LDS not specified by this Agreement.

1.5 Recipient agrees not to perform any of the following actions:
1.5.1 Attempting to identify or contact any individual whose health information is included in the LDS.
1.5.2 Using or further disclosing the information in the LDS for any purpose other than the purpose specified in Section 1.1 of this Agreement, or as otherwise permitted by law.
1.5.3 Publishing or otherwise disclosing information that identifies the individuals whose health information is included in the LDS.
1.6 	Recipient agrees not to use or permit others to use information from the LDS that identifies an entity or individual health care provider for any of the following purposes:
1.6.1 To determine the rights, benefits, or privileges of an entity or individual health care provider.
1.6.2 To report, through any medium, information that identifies an entity or individual health care provider.
1.7 Recipient agrees not to use, or permit others to use, information from the LDS for purposes not specified by this Agreement in Section 1.1.
1.8 Recipient shall report to Covered Entity any use or disclosure of the LDS that is not specified by this Agreement.

2.	Responsibilities of Covered Entity
2.1 	Covered Entity shall provide PHI to Recipient Investigators as a LDS via SMPH, acting as its Business Associate to create and Disclose the LDS to Investigators pursuant to the terms and conditions of the Collaboration Agreement for Data Hosting and Sharing entered into by the Parties. 
2.2 	Covered Entity shall include in its Notice of Privacy Practices that it may disclose PHI for the purposes of research, public health activities, and health care operations.

3. Miscellaneous
3.1 	Termination. This Agreement may be terminated in any of the ways provided for in this Section 3.1. The responsibilities of Recipient under Section 1 of this Agreement shall survive termination of this Agreement.
3.1.1 By either Party upon thirty (30) days written notice to the other; or
3.1.2 By Covered Entity upon material breach by Recipient, provided:
3.1.2.1 Covered Entity provides Recipient written notice of the breach, and
3.1.2.2 Recipient fails to cure the breach within twenty (20) days of receipt of such written notice. Covered Entity may agree to extend the time of Recipient's cure of the breach.
3.2 Notices. Any Notices delivered to Covered Entity or Recipient shall be sent, return receipt or delivery confirmation requested, to:
UW-Madison HIPAA Privacy Officer 361 Bascom Hall, 500 Lincoln Drive
Madison, WI 53706 hipaa@wisc.edu

With a copy to:	Chief of Biomedical Informatics
Health Sciences Learning Center 750 Highland Avenue
Madison, WI 53705 
jomol.mathew@wisc.edu

And to Covered Entity via the contact information provided in the preamble to this Agreement.
3.3 	Regulatory References. A reference in this Agreement to a section in the Privacy Rule means the section as in effect or as amended.
3.4 	Amendment to Comply with HIPAA. Upon the effective date of any amendment to final regulations promulgated by the U.S. Department of Health and Human Services with respect to PHI, this Agreement will automatically amend such that the obligations it imposes on the Recipient remain in compliance with applicable regulations.
3.5 Transferability. Neither party's interest under this Agreement may be transferred or assigned or assumed by any other party, in whole or in part, without the prior written consent of the other party to the Agreement.
3.6 Hold Harmless. Recipient and Covered Entity shall each be responsible for its own acts and/or omissions and those of its officers, employees and agents in the performance of this Agreement.
3.7 Governing Law. This Agreement shall be governed by and interpreted in accordance with the laws of the State of Wisconsin.
3.8 Interpretation. Any ambiguity in this Agreement shall be resolved to permit UW-Madison to comply with HIPAA regulations applicable to Covered Entities.

[Signatures Follow on Next Page]



IN WITNESS THEREOF, each of the undersigned has caused this Agreement to be duly executed in its name and on its behalf effective as of the date signed by both Parties.

BOARD OF REGENTS OF THE			 EMS AGENCY    
UNIVERSITY OF WISCONSIN
SYSTEM
 
                        					
Name:							Name:

Title:							Title:

Date: 					Date: 					




Exhibit C: Business Associate Agreement

This Business Associate Agreement (“Agreement”) is entered into by the Board of Regents of the University of Wisconsin System, an agency of the State of Wisconsin, on behalf of the University of Wisconsin-Madison (“UW-Madison”) School of Medicine and Public Health (“Business Associate”) and [INSERT EMS AGENCY NAME] (“Covered Entity”). Covered Entity and Business Associate may each be individually refereed to as a “Party” and collectively referred to as the “Parties.”

Covered Entity:	Name:
	Address:
	Contact Person/Title:
	Phone:
	Fax:
	Email: 

This Agreement shall be deemed effective as of the date signed by both Parties.

WHEREAS, Covered Entity and Business Associate have entered into or may enter into an agreement (“Underlying Agreement) pursuant to which Business Associate will perform certain services for or on behalf of Covered Entity as a Business Associate; and 

WHEREAS, Covered Entity may disclose information to Business Associate, some of which may constitute Protected Health Information (“PHI”); and

WHEREAS, Covered Entity and Business Associate enter into this Agreement to protect the privacy and security of PHI that Covered Entity may Disclose to Business Associate in compliance with applicable provisions of the Health Insurance Portability and Accountability Act of 1996, as amended by the Health Information Technology for Economic and Clinical health Act, as incorporated in the American Recovery and Reinvestment Act of 2009, and all applicable implementing regulations including without limitation the Privacy Rule, the Security Rule, and the Breach Notification Rule, which shall be collectively referred to herein as the HIPAA Rules.

NOW, THEREFORE, in consideration of the above recitals and the mutual promises below, the parties agree as follows:

1.	Definitions
 
Terms from the HIPAA Rules that are used, but not otherwise defined in this Agreement shall have the same meaning as those terms are defined in the HIPAA Rules. In the event of a conflict between the definitions in this Agreement and the definitions in the HIPAA Rules, the definitions in this Agreement shall be applied. 
 
1.1.		Breach. “Breach” means the acquisition, access, use, or disclosure of PHI in a manner not permitted under the HIPAA Rules that compromises the security or privacy of the PHI.
 
1.2.	Breach Notification Rule. “Breach Notification Rule” means the requirements for Covered Entities and their Business Associates to provide notification to Individuals following a breach of unsecured PHI.
 
1.3.	Data Aggregation. “Data aggregation” means, with respect to PHI created or received by a business associate in its capacity as the business associate of a covered entity, the combining of such PHI by the business associate with the PHI received by the business associate in its capacity as a business associate of another covered entity, to permit data analyses that relate to the health care operations of the respective covered entities.
 
1.4.	Disclose. “Disclose” or “Disclosure” means the release, transfer, provision of access to, or divulging in any manner of information outside the entity holding the information.
 
1.5.	Electronic Protected Health Information. “Electronic Protected Health Information” or “ePHI” means individually identifiable health information that is transmitted by or maintained in electronic media. For the purposes of this Agreement, PHI includes ePHI where applicable.
 
1.6.	Privacy Rule. “Privacy Rule” means the Standards for Privacy of Individually Identifiable Health Information, codified at 45 C.F.R. parts 160 and 164, as currently in effect.
 
1.7.	Protected Health Information. “Protected Health Information” or “PHI” means individually identifiable information and has the same meaning as the term “protected health information” defined in 45 C.F.R. § 160.103. For the purposes of this Agreement, PHI shall be limited to the PHI that Business Associate receives, creates, accesses, maintains or transmits for or on behalf of Covered Entity.
 
1.8.	Security Rule. “Security Rule” means the Security Standards for the Protection of ePHI, codified at 45 C.F.R. parts 160 and 164, as currently in effect.  
 
2.	Business Associate’s Obligations and Activities
 
2.1. 	Performance of Services. Business Associate is permitted to Use or Disclose PHI to perform Services for or on behalf of Covered Entity as specified in the Underlying Agreements between the parties, provided such Use or Disclosure does not violate the Privacy Rule if Used or Disclosed in that same manner by the Covered Entity. Business Associate agrees not to Use or Disclose PHI other than as permitted by this Agreement, the Underlying Agreements or Required by Law. Business Associate also agrees to comply with all federal and state laws that apply to the Use and Disclosure of PHI, including any applicable federal or state laws that are more restrictive than HIPAA.
 
2.2.	Minimum Necessary. Business Associate agrees to request, Use and Disclose the minimum necessary PHI to accomplish the intended purpose, in accordance with the Minimum Necessary standard in the HIPAA Rules and Covered Entity’s Minimum Necessary policy of which Business Associate is made aware.
 
2.3.	Business Associate’s Operations. Except as otherwise limited by this Agreement, Business Associate may Use or Disclose PHI, for the proper management and administration of the Business Associate as necessary to carry out the legal responsibilities of Business Associate if any such Use or Disclosure is Required by Law, or Business Associate obtains, prior to making any such Disclosure, reasonable assurances from the person to whom the information is Disclosed that: (a) the PHI will remain confidential and be Used or further Disclosed only as Required by Law or for the purpose for which it was disclosed to the person; and (b) the person to whom the PHI is Disclosed agrees to immediately notify Business Associate in writing, after becoming aware of any breaches of the confidentiality or security of the PHI. If the person notifies Business Associate of a breach, Business Associate will in turn, immediately notify Covered Entity of the breach.
 
2.4.	Data Aggregation Services. Business Associate may Use PHI to perform data aggregation if the Underlying Agreements between the parties authorizes such services for or on behalf of Covered Entity.
 
2.5.	De-Identification Services. Business Associate may De-Identify PHI in accordance with the de-identification safe harbor of the Privacy Rule, provided that the Underlying Agreements authorizes the performance of such services for or on behalf of Covered Entity. Business Associate may also De-Identify PHI if Covered Entity expressly provides written authorization to Business Associate for such De-Identification. Nothing in this Business Associate Agreement shall be interpreted to give express authorization for Business Associate to De-Identify PHI for its own purposes or to Use or Disclose information that Business Associate de-identifies for or on behalf of Covered Entity.
 
2.6.	Privacy of Protected Health Information. Business Associate will develop, implement, maintain and use administrative, technical and physical safeguards to protect the privacy of PHI, including the implementation of privacy policies and periodic training of staff members who may have access to PHI. The safeguards must preserve the integrity and confidentiality of PHI and prevent the unauthorized Use, Disclosure or Breach of PHI.
 
2.7.	Security of Protected Health Information. Business Associate will develop, implement, maintain and use appropriate and sufficient administrative, technical and physical safeguards to protect the security of PHI in compliance with the Security Rule, including the documentation of a current risk assessment, implementation of security policies and procedures, a contingency plan for responding to an emergency or other occurrence that may damage systems containing PHI, and the implementation of technologies and methodologies that restrict access to PHI to unauthorized persons and/or render PHI unusable, unreadable or indecipherable to such persons.
 
2.8.	Subcontractors. Business Associate will require any of its subcontractors that create, receive, maintain, or transmit PHI on behalf of Business Associate in performance of Services for or on behalf of Covered Entity, to provide written assurances evidenced by a written agreement that subcontractors will comply with the same privacy and security obligations as Business Associate with respect to PHI, including but not limited to the implementation of reasonable and appropriate safeguards to protect PHI, as well as the terms regarding audit, recordkeeping and termination in this Agreement.
 
2.9.	Sale of PHI. Business Associate shall not receive direct or indirect payment in exchange for PHI, except as permitted by the HIPAA Rules and approved in writing by the Covered Entity.
 
2.10.	Marketing and Fundraising. Unless expressly authorized by the Underlying Agreements between the parties, Business Associate shall not Use or Disclose PHI for any marketing or fundraising purpose.
 
2.11.	Audit. For purposes of determining Business Associate’s compliance with HIPAA, upon request of Covered Entity or the Secretary of Health and Human Services, Business Associate shall: (a) make its HIPAA policies and procedures, related documentation, records maintained in accordance with Section 2.12 of this Agreement, and any other relevant internal practices, books and records relating to the Use and Disclosure of PHI, available to the Secretary of Health and Human Services or to Covered Entity; and (b) provide reasonable access to Business Associate’s facilities, equipment, hardware and software used for the maintenance or processing of PHI. 
 
2.12.	Recordkeeping. Business Associate agrees to implement appropriate recordkeeping procedures to enable it to comply and to adequately evidence such compliance with the requirements of this Section 2.12, including the documentation required regarding subcontractors and agents, records of Business Associate’s workforce HIPAA/privacy education and training, documentation related to any Breach, the written assurance of third parties with whom Business Associate discloses PHI for Business Associate’s proper management and administration or as Required by Law.
 
2.13.	Unpermitted Use or Disclosure of PHI; Breach of Unsecured PHI. 
 
2.13.1.	Business Associate agrees to report to Covered Entity any Use or Disclosure of PHI not provided for by this Agreement within ten (10) days of which Business Associate becomes aware. 
 
2.13.2.	 In addition, Business Associate shall furnish written notice to Covered Entity within ten (10) days of the date on which the Business Associate has a reasonable suspicion of, or discovers, that a Breach has occurred. This notice shall identify one contact person of Business Associate with whom Covered Entity may correspond regarding the Breach and shall include; a complete description of the Breach, the date of the Breach and the date of discovery; the names of the Individuals affected and any identifying account number, medical record number or date of birth; a description of the types of PHI involved in the Breach; and a description of Business Associate's investigation and efforts to mitigate harm and protect against further Breaches, and any other information reasonably requested by Covered Entity to establish that any notifications made pursuant to this Section of this Agreement were made in a timely manner, including information to demonstrate the necessity of any delay in notifying the Covered Entity. Business Associate agrees to supplement its notice to Covered Entity with additional information, as it becomes available, even if such information becomes available after Individuals have been notified of the Breach, if applicable. Business Associate agrees to cooperate with Covered Entity in the investigation of the Breach and cooperate with and participate in, to the extent requested by Covered Entity, the notification of Individuals, the media, and the Secretary of any Breach of Unsecured PHI.

2.13.3.	In the event that: (i) a Breach of Unsecured PHI occurs because of the action or inaction of Business Associate, its employees, agents, representatives or subcontractors; or (ii) a Breach occurs involving Unsecured PHI in a Business Associate's possession, or PHI created, maintained, transmitted or received by Business Associate or its employees, agents, representatives, or subcontractors, Business Associate agrees that Covered Entity may, in its sole discretion, require Business Associate to provide such notification as may be required of Covered Entity by the HIPAA Rules, at Business Associate's sole cost and expense. Covered Entity shall have the right to review, direct, and approve or reject the contents or manner of such notification. 
 
2.14.	Reporting Requirements for Security Incidents.  Business Associate agrees to provide notice to Covered Entity in the manner and within the timeframes set forth in Section 2.13 of this Agreement of all Security Incidents that: (a) result in the defeat or circumvention of any security control or in the unauthorized access, Use, Disclosure, modification or destruction of PHI or interference with system operations; or (b) do not result in unauthorized access, Use, Disclosure, modification or destruction of PHI or interference with system operations ("Unsuccessful Security Incidents") but which Business Associate reasonably determines are of a type or pattern that warrant prompt response to avoid the loss, modification or destruction of PHI. Notwithstanding the foregoing, the parties acknowledge and agree that this Section 2.14 of this Agreement constitutes notice by Business Associate to Covered Entity of the ongoing existence and occurrence of Minor Security Incidents (as defined below), for which no additional notice to Covered Entity shall be required. "Minor Security Incidents" means pings, port scans, and other routine, minor, and unsuccessful attempts to communicate with or through Business Associate's firewall and network, so long as no such incident results in unauthorized access, Use, Disclosure, modification or destruction of PHI.
 
2.15.	Mitigation.  Business Associate shall promptly mitigate, to the extent practicable, any harmful effect that is known to Business Associate of a Use or Disclosure of PHI by Business Associate or its subcontractors and agents in violation of the requirements of this Agreement or any Underlying Agreements between the parties. Business Associate shall document all mitigation efforts.
 	  
3.	Access, Amendment and Accounting of Disclosures of PHI 
 
3.1.	Individual Right to Access PHI.  Within twenty (20) days of receipt of Covered Entity's written notice to Business Associate of a request from an Individual to access his or her PHI, Business Associate shall make such PHI available directly to Covered Entity. If Business Associate receives an access request from an Individual, Business Associate shall, forward such request to Covered Entity within fifteen (15) days. Following receipt of such notice, Covered Entity shall provide the requested PHI to the Individual.

3.2.	Individual Right to Amend.  Within twenty (20) days of receipt of Covered Entity's written notice to Business Associate of a request from an Individual to amend his or her PHI, Business Associate shall amend such PHI as directed by Covered Entity and upon written request from Covered Entity, provide to Covered Entity a written report detailing its handling of the Individual's amendment request. If Business Associate receives an amendment request from an Individual, Business Associate shall, within fifteen (15) days, notify Covered Entity in writing of the details of such request. Following receipt of such notice, Covered Entity shall handle such request, unless Business Associate maintains a designated record set, in which case, at the option and request of Covered Entity, Business Associate shall, within twenty (20) days of Covered Entity's request, amend such PHI as directed by Covered Entity and upon Covered Entity's written request, provide to Covered Entity a written report detailing its handling of the amendment request.
 
3.3.	Individual Right to Request Accounting.  Within twenty (20) days of Covered Entity's written notice to Business Associate of a request from an Individual for an accounting of Disclosures of his or her PHI, Business Associate shall make available to Covered Entity such information in Business Associate's possession that is required for Covered Entity to make the accounting required by 45 C.F.R. § 164.528, which includes, at a minimum, the following information:
 
(a)	The date of the Disclosure; 
 
(b)	The name of the entity or person who received the PHI, and, if known, the address of such entity or person; 
 
(c)	A brief description of the PHI disclosed; and 
 
(d)	A brief statement of the purpose of such Disclosure that includes an explanation of the basis for such Disclosure.
 
 If Business Associate receives a request for an accounting from an Individual, Business Associate shall, within twenty (20) days, notify Covered Entity in writing of the details of such request. Following receipt of such notice, Covered Entity shall handle such request. To the extent that Business Associate maintains or operates an electronic health record system on behalf of Covered Entity, Business Associate also shall maintain information for the preceding three (3) year period (but no earlier than the applicable Effective Date) sufficient to enable Covered Entity to make an accounting of Disclosures for payment and health care operations.
 
4.	Covered Entity’s Obligations and Activities
 
4.1.	Notice of Privacy Practices. Covered Entity shall notify Business Associate of any limitation in its Notice of Privacy Practices, to the extent such limitation affects Business Associate’s permitted Uses or Disclosures of PHI.
 
4.2.	Individual Permission.  Covered Entity shall notify Business Associate of changes in, or revocation of, permission by an Individual to Use or Disclose PHI, to the extent such changes affect Business Associate’s permitted Uses or Disclosures.
 
4.3.	Restrictions.  Covered Entity shall notify Business Associate of any restriction in the Use or Disclosure of PHI to which Covered Entity has agreed, to the extent such restriction affects Business Associate’s permitted Uses or Disclosures of PHI.
 
4.4.	Requests.  Covered Entity shall not request Business Associate to use or disclose PHI in any manner that would not be permissible under the Privacy Rule if used or disclosed by the Covered Entity. 
 
5.	Term and Termination
 
5.1.	Term.  This Agreement shall be effective as of the Effective Date and shall remain in effect until such time that Business Associate no longer creates, accesses, receives, maintains or transmits PHI on behalf of Covered Entity, subject to Section 5.2 below.
 
5.2.	Termination for Cause.  If Covered Entity becomes aware that Business Associate has breached a material term of this Agreement, then Covered Entity may, in its sole discretion:
 
(a)	Provide Business Associate an opportunity to cure the Breach within thirty (30) days and terminate this Agreement if Business Associate does not cure such Breach within that time period; or
 
(b)	Immediately terminate this Agreement.
 
5.3.	Effect of Termination. Except as otherwise provided in this Agreement, and subject to any record retention provisions of the Underlying Agreements, upon termination, cancellation or expiration of this Agreement or the Underlying Agreements, Business Associate shall return to Covered Entity or destroy all PHI in its possession or in the possession of its subcontractors or agents. Upon request from Covered Entity, Business Associate shall provide to Covered Entity a written certification, signed by an authorized officer of Business Associate, verifying that Business Associate has fully complied with the requirements of this Section 5.3. In the event the parties mutually determine that returning or destroying the PHI is infeasible, Business Associate shall retain such PHI and extend the protections of this Agreement to such PHI until such time that Business Associate returns or destroys it. 
 
6.	Other Terms
 
6.1.	Required Disclosure.  If Business Associate is required by legal process to Disclose any PHI, Business Associate shall, if legally permitted, promptly notify Covered Entity and assist Covered Entity, as reasonably requested, in obtaining a protective order or other similar order, and shall thereafter Disclose only the minimum amount of PHI that is required to be Disclosed to comply with the legal process, whether or not a protective order or other similar order has been obtained.
 
6.2.	Automatic Amendment. Upon the effective date of any amendment to the HIPAA Rules, this Agreement shall automatically be deemed to be amended to incorporate such amendment so that Covered Entity and Business Associate remain in compliance with the HIPAA Rules.  
 
6.3.	Conflicts. Any provision of the Underlying Agreements that is directly contradictory to one or more terms of this Agreement (“Contradictory Term”) shall be superseded by the terms of this Agreement only to the extent of the contradiction, as necessary for the parties’ compliance with the HIPAA Rules and to the extent that it is reasonably impossible to comply with both the Contradictory Term and the terms of this Agreement.
 
6.4.	Notices. Unless otherwise specifically stated herein, all notices and other communications pertaining to this Agreement will be in writing and will be deemed duly to have been given if personally delivered to a party, sent by the United States Postal Service certified mail, return receipt requested, postage prepaid or by Federal Express, United Parcel Service or other nationally recognized overnight carriers. All notices or communications between the parties pertaining to this Agreement will be addressed as follows:
 
Covered Entity:				


Business Associate: 	UW-Madison HIPAA Privacy Officer
361 Bascom Hall, 500 Lincoln Drive
Madison, WI 53706
hipaa@wisc.edu

                          With a copy to: 	Chief of Biomedical Informatics
Health Sciences Learning Center 750 Highland Avenue
Madison, WI 53705 
jomol.mathew@wisc.edu

 
6.5.	Counterparts. This Agreement and any amendments to this Agreement shall be in writing and may be executed in two (2) or more counterparts, each of which shall be an original, but all of which taken together shall constitute one and the same agreement.
 
6.6.	Waiver. The failure by either party to insist upon the strict performance of any term, covenant or condition of this Agreement or to exercise any right or remedy herein shall not constitute waiver thereof.  A waiver of any breach of this Agreement shall not affect or alter this Agreement, but each and every term, covenant and condition of this Agreement shall continue in full force and effect with respect to any other existing or subsequent breach of this Agreement.   
 
6.7.	Assignment. Neither party may assign or delegate its rights, duties, or obligations under this Agreement at any time without the other party’s prior written consent. Any such assignment or delegation without the written consent of the other party will be void.
 
6.8.	Headings. Any headings contained in this Agreement are for reference purposes only and shall not in any way effect the meaning or interpretation of this Agreement.
 
6.9.	Governing Law. The construction, interpretation and enforcement of this Agreement will be governed by the substantive law of the United States of America and the State of Wisconsin, without regard to its conflict of law provisions. 

6.10.	Interpretation. Any ambiguity in this Agreement shall be interpreted to permit compliance with the HIPAA Rules. 
 
6.11.	Entire Agreement. This Agreement constitutes the entire agreement between the parties regarding the subject matter herein and supersedes any prior or contemporaneous agreement, whether oral or written, of the parties regarding this matter.
 
6.12	Survival. The rights and obligations of Business Associate under Sections 2.13, 2.14, 5.3, 6.3, and 6.12 of this Agreement shall survive termination of this Agreement and the Underlying Agreements. 
 
 
[Signatures Follow on Next Page]


BOARD OF REGENTS OF THE			EMS AGENCY     
UNIVERSITY OF WISCONSIN
SYSTEM
 
                        					
Name:							Name:
Title:							Title:
Date: 							Date: 					
Exhibit D

Addendum to Collaboration Agreement for Data Hosting and Sharing


1. Effect of addendum. This addendum supplements the Collaboration Agreement for Data Hosting and Sharing Agreement(the “Agreement”). 

2. Approved Project. The Emergency Medicine Research Committee has approved the attached project proposal.  



3. Brief Description of the Data. 


4. Term. The term of this Addendum shall end after three (3) years after the date of signature below (“Effective Date”). 

5. Incorporation. The terms of the Collaboration Agreement for Data Hosting and Sharing dated [DATE] shall be incorporated herein and the Data shall be used for the purposes described above in accordance with those terms.  
The Principal Investigator below acknowledges that they have reviewed this Addendum and shall abide by the terms described herein. 

Principal Investigator
	
Signature:
	

	
Name:
	

	
Title:
	

	
Date:
	





Exhibit E

Contacts

Pursuant to Section 10.A of the Collaboration Agreement for Data Hosting and Sharing, Notices under the Agreement shall be issued to the following contacts:

To 	EMS Agency 

Contact Person: 
Title: 
Address: 
Phone: 
Fax: 
Email: 

To 	University of Wisconsin-Madison
		School of Medicine and Public Health

Contact Person: Jomol Mathew
Title: 		Chief of Biomedical Informatics
Address: 	Health Sciences Learning Center, 750 Highland Avenue, Madison, WI 53705
Phone:	 	(608) 890-4101
Email:		 jomol.mathew@wisc.edu


And,

University of Wisconsin-Madison
		Office of Compliance

Contact Person: Jack Talaska
Title: HIPAA Privacy Officer
Address: 361 Bascom Hall, 500 Lincoln Drive 
Madison, WI 53706
Phone: (608) 265-4077
Email:	hipaa@wisc.edu


